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Traditional Security
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Where it Falls Flat?
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Building Blocks

ACL

TCAM rules to permit/deny
traffic on ingress/egress.

\/

ARISTA

\/

+

MPLS/VXLAN Extensions

VLAN

Layer 2 security zones,

use routing to transit
between them.

High Throughput
Limited Resource
Can be Complex

VRF

Layer 3 security zones,
typically with stateful
filtering between them.

\/

Firewall

Stateful filtering, typically
includes IPS as well.

\/

+ Deep Inspection
High $ per Bit
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VLAN

VLANS
Can segment a physical switch into
multiple logical segments at Layer 2
VLANSs reduce the broadcast domain size
VLANSs can be spanned across the

5 0 switches using Dot1Q trunk interfaces

\ switch(config) #vlan 45

switch(config-vlan-45) #name Marketing

switch(config-vlan-45)#show vian 45

Eth2 Eth3

VLAN Name StatusPorts

VLAN 10 VLAN 45 VLAN 30 [
Finance Marketing Infrastructure 45 Marketing active Etl
switch(config-vlan-45)#
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VRF

VLAN10

VLAN45

VLAN3O

Eth1

Eth2

Eth3

ARISTA

VLAN 10 VLAN 45 VLAN 30
VRF: Internal VRF: Internal VRF: DMZ

VRFs
Can segment a physical switch into
multiple logical segments at Layer 3
VRFs carry a vrf-specific routing table
VRFs can be extended between
switches with Layer 3 links, or with
encapsulation protocols (VXLAN/MPLS).
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Key Security Challenges — The Vanishing Perimeter
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The Role Of The Network In Zero Trust Architectures

Perime . Do NOT In Spect
most of the

Firewalls INTERNAL traffic

<Y
EVERY endpoint

Network = IS Connecte.d
— : ‘ : to it!

Fnd point > INCOMPATIBLE with
the large % of

Security unmanaged endpoints
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The NETWORK is the only IT asset that
“sees” all the traffic and “touches” all the
endpoints

— The NETWORK is in a privileged position
to enable a Zero Trust strategy built on
adaptive access control, multi-domain
segmentation, and Threat Detection services
built into the network infrastructure
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Requirements of Modern Campus Segmentation

Granular control of lateral movement
Securing North-South traffic as well as East-West traffic

Dynamic classification of enterprise device in smaller trust zones (micro-perimeters)
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What i1s a Micro-Perimeter

A micro-perimeter is a network-agnostic construct that defines a logical subset of similar devices.

Devices can be characterized based on:

devices person public

Device Properties User Properties Environment Properties
Model . Role .  Physical
Software version . Group . Logical
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Microperimeter Segmentation

The capability to insert a group-based security policy between any two groups with
endpoints in the same network or across multiple networks.

Core Capabilities

security search route

Policy Enforcement Endpoint Discovery Traffic Session Mapping
psychology hub

Policy Recommendation Engine Integration with Threat Detection Solutions
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Arista Multi-Domain Segmentation (MSS)

Capability Traditional Switch-Based Host-Based Firewall MSS
Wire-speed performance X
Any endpoint support X
Campus & DC consistency X
Any network support X
No agent required X
No custom protocol dependency X
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Arista Segmentation Services for Zero Trust Networking

Define Groups / 4 | o © ™
@ Microperimeters Directly ho D UMware  SErvicenow.  Infoblox $ed % CMDB
in CloudVision or via External CI8CO IS iopnere e — TPAM
Identity Databases . Campus endpoints identity sources ) \_ Data Centre workloads context sources Sj
Define Policies to allow @ l @
only trusted traffic =
CV Policy Builder and ZTX i o= . =S Policy B
Traffic Mapper (Optional) S0 Builde |5 Network Data Lake Architecture &Vl suide  comven

% %
: 9 ~--3rd party Flrewalls\ o o

Traff W \ © O _
I:I?a;;c O+«o I\'lil E/W & N/S |=£. 0«0 T;:af:;C

Distribute enforcement

in the network or 21X

redirect to Firewall

Continuous QQ ~
monitoring and policy — e — — — — e
dat S = Wireless/ = DC Leaf
;-Px a et Ceis of Wired Leaf
continuous analysis o P T o
policy violations
User, devices, loT Workloads
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MSS Dynamic Microperimeter Tag Integrations (1/2)

AppCode AppTier Env Hostname Zone =1 . .
S poc-srv-54.sjc.aristanet... Tads

‘ Search ’ ‘ Search ’ ‘ Search ] ‘ Search ’ ‘ Search - g

, & Appl BE Dev Host13
App2 Web Prod app2-web-prod-host2 Production

cp

App3 BE Prod app3-be-prod-host7 Production s App11 Prod Host20 Appl (AppCode) X | = BE (AppTier X
App1l BE Prod app1-be-prod-host5 Production @5 App2 BE Dev Host14
App2 BE Prod app2-be-prod-hosté Production =p Development  (Envirohment)
App3 BE Prod app3-be-prod-host10 Production [ Appzo Web PrOd Ho...
App2 BE Prod app2-be-prod-host9 ~ Production i} App21 Cert Host28

App3 Web Prod app3-web-prod-host3 [ ] :
[ LB Primary Host4
App1l Web Prod appl-web-prod-hostl | servicenow.
App1l BE Prod 1-b d-host8 vhiware
pp ro appl-be-prod-host .
vSphere
IPAM Home
10.100.150.0/24 .:. IPv4 Network #° [ Go to DHCP View |nf0b|0x _ i. % Site SWCI_ID IPaddr Hostname Management Hostname
e——
IP Map List m m 10.100.101.201/32 App1-Web-Prod-host1 poc-mss-host1
Quick Fiter| (5]-Managed | | [ Fiter o Shouli  App2| E Em 10.100.101.202/32 App2-Web-Prod-host2 poc-mss-host2
- v v Got G
+ "" B oto © m 10.100.101.203/32 App3-Web-Prod-host3 poc-mss-host3
MAC Address Status Site DeviceType AppCode IP Address «~ Name
10.100.102.205/32 App1-BE-Prod-host5 poc-mss-host5
00:50:56:62:09:... Used West vmkernel vMotion 10.100.150.52 vmk52 m m
00:50:56:6¢:9b:19 Used vmkernel vMotion 10.100.150.53 m m m 10.100.102.206/32 App2-BE-Prod-hosté poc-mss-hosté
00:50:56:62:49:... Used vmkernel vMotion 10.100.150.54
site1 10.100.102.207/32 App3-BE-Prod-host7 poc-mss-host7

00:50:56:6f:9a:2f Used vmkernel vMotion 10.100.150.55
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MSS Dynamic Microperimeter
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Defining MSS Policy

Defining a security tag “WORKSTATIONS” that includes the list of IP addresses of all five workstations.
Defining a security tag “OBSOLETE” that includes the IP addresses of the two obsolete workstations.

Define the Policy Enforcement Rule based on these security tags.

Source Destination Network Service Enforcement Action

OBSOLETE WORKSTATIONS * DROP MONITOR
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Example of lateral conversations
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Example MSS Running Configuration

1. Input Match Lists (Groups) 2. Segment Definition & Defaults
match-list input prefix-ipv4 BLOCK IP router segment-security

match prefix—-ipv4d 212.159.212.231/24 no shutdown

match-list input prefix-ipv4 EXTERNAL ANY IP segment policy policy-drop-all default

match prefix-ipvéd 0.0.0.0/0 |

vrf default

segment BLOCK SRC
definition

match prefix-ipv4 BLOCK IP

match-list input prefix-ipv4 IPMS PERMIT TP
match prefix—-ipv4 100.100.100.100/32

3. Segment Policies (Enforcement Matrix)

policies (BLOCK SRC) policies (EXTERNAL)
from BLOCK SRC policy policy-drop-all from BLOCK SRC policy policy-drop-all
from EXTERNAL policy policy-drop-all from EXTERNAL policy policy-forward-all

from IPMS PERMIT policy policy-forward-all from IPMS PERMIT policy policy-forward-all
from PERMIT SRC policy policy-forward-all from PERMIT SRC policy policy-forward-all
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MSS enforcement to limit lateral communication of obsolete devices
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MSS Wire Speed Enforcement Abstracted From The Network

Standard bridging/routing

No tags in the data plane
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‘ | SG%LCS Grf,f,tp Service Action
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== forward
1
6
4

Group Prefix Tag

10.166.42.
TN
10.175.20.2/32
10.175.24.4/32
i
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ZTN Integration
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Access Control with
Endpoint Context

External sources:
NACs, CMDBs, IPAMs,
Virtualization Infrastructure
Managers
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+ continuous monitoring
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Microperimeter Segmentation Services \

Stateful traffic map

of policy violation

(03)
p—

Continuous
Threat Monitoring

\

3
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NDR

NDR probes distributed in the

Distributed in the network Campus network
34 party FW service insertion

NDR probe appliances for DC

23 Q@ ) kﬁ‘-/

o=| : . Quarantine
o] Policy builder response

Encryption Campus
Services
Tunnelsec | MACsec
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