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Palo Alto Networks

Lightning Talk - Modernizing Identity Security 



Silos Create Gaps
Identity is the

Attack Vector Today
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Privileges, Identities, and Risk Are Growing Exponentially

AI adoption is 
outpacing controls 

Hidden access to the
highest risk systems & data 

Uncontrolled 
privilege 

96% 109:1
Machines vastly 

outnumber humans 
Identities with access 

beyond what is required 
for their role 

99%
Of companies have adopted 

AI agents

HUMANS MACHINES AGENTS

Identity weaknesses played a material role in almost 
90% of Unit 42 investigations over past year

2026 Identity Security Landscape Report, Palo Alto Networks.
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The environment changed. Risk followed.

Infrastructure 
became ephemeral

Software became 
the business

Ecosystem 
replaced perimeters

Actions became 
automated

To keep up, access expanded. 
Privilege became normal and embedded.

Infrastructure 
became 

ephemeral

Software 
became the 

business

Ecosystem 
replaced 

perimeters

Actions 
became 

automated

To keep up, access expanded. 
Privilege became normal and embedded.
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State of Today’s Fragmented Market

© CyberArk Software Ltd. 

IAM
Operational focus on 

hygiene - does not prioritize 
security

PAM
Focused on securing 

keys to the kingdom - 
only for a few users

IGA
Compliance focused- 

deployments are often fail

ITDR
Limited in view of identity 
risks - not comprehensive 

enough

Machine Identity/NHI
Growing part of identity risk - 

operating in a disconnected silo 

AI Agents
Agentic ecosystems with 

lightweight identity or new 
startups adding yet another layer

Each individual silo is ineffective at securing identities
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Your legacy identity program can’t keep up

Manual approvals Periodic reviews Static roles Siloed tools

Standing privileges 
becomes the default

Overprivileged and dormant 
access accumulates

Blind spots across 
identities

Risk and cost 
compound over time

Risk

Time

Legacy identity controls

More identities 
created

SaaS & Cloud 
sprawl

Privileged roles 
everywhere

Automation & AI 
agents
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Faster access 
decisions
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Identity Control Gap
 

How to Modernize Identity Security
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Discover Risk Remediate Adapt

Reveal privilege 
reality

Continuously surface 
who has access, 

where, and how across 
every environment

Quantify 
risk

Correlate access with 
context, behavior, and 

blast radius to 
determine real risk

Enforce least 
privilege by design

Translate risk into 
action by applying the 

right controls 
automatically

From Privilege Sprawl to Enforced Least Privilege

Continuous discovery, risk analysis, and enforcement of least privilege

Secure Access

Always-on governance that keeps privilege aligned to identity lifecycle, policy and risk

Cloud Services & 
SaaS

Identities

Infra & Endpoint

Ecosystem



From Machine Proliferation to Secured From Inception 
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Full Identity Security Strategy



End-State: Identity Security

All
Identities

All
Targets

Human

Machine

Agentic

Cloud

SaaS

On-Prem

Discover Control Govern
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Thank You 

Discover Control Govern

Secure all identities with the right level of privilege controls

Identity Security 


